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What is McAfee Institute?
Founded in 2010, the McAfee Institute is a professional
certification and training organization focused on intelligence and
investigative sectors. It’s certification and training programs now
reach tens of thousands of intelligence and investigative
professionals around the world.

Certified Digital Currency Investigator (CDCI): 
The CDCI is the leading industry certification for law enforcement,
loss prevention, private investigators, and fraud professionals. The
skills that you will learn by studying for the CDCI will help you
conduct cryptocurrency investigations quicker than ever before,
with more accuracy. You will learn how to identify your person of
interest, conduct timely cyber investigations, and methodologies to
prosecute cyber criminals regardless of their location.

Why should you pursue the CDCI Certification
There is a reason why McAfee Institute has certified tens of
thousands of the industry's most elite intelligence and investigative
professionals in more than 125 countries. This professional
achievement is valued by employers, organizations, agencies, and
government alike around the globe.

Whether you want to and credibility to your resume, open the door
to new career opportunities or you are looking for the next
promotion becoming a Certified Digital Currency Investigator
(CDCI) is essential. Our certification will set you apart as an expert
in critical areas of cyber intelligence and investigations.

The CDC Exam
The CDCI is a professional certification test. The Exam content
addresses today's intelligence and Investigative environments. The
Exams are designed to reflect the knowledge areas needed to
perform the important duties of professionals employed in the
fields of intelligence and or investigations. 

Exam Registration Cost:
The exam fee is $450 for a one-year exam license.

Quick Overview of the Certification Steps: 
1. Determine your goal and set a timeframe
2. Purchase and review study materials
3. Purchase an Exam License
4. Schedule your proctor session
5. Submit the Exam Application attesting to your experience
6. Pass the Exam

CCFI Exam Preparation Study Plan: 
McAfee Institute offers several different ways to study for the
exam. 
1. You can enroll in the e-Courseware
2. You can purchase the official study manual
3. You can purchase the Prep Review Quizzes
4. You can decide to study on your own.

CCFI Eligibility Requirements
-Bachelor’s degree or higher plus four years of experience in e-
commerce, fraud, investigations, Intelligence, 
military, cybersecurity, law enforcement, forensics,
computer/digital forensics, criminal justice or law
-Associates degree plus six years of experience or 
-High school diploma or equivalency plus seven years of
experience

Also, a person convicted of a felony, any crime of moral turpitude
or misdemeanor relating to honesty, theft, embezzlement, fraud, or
the like shall be ineligible to become a CDCI®. Applicant must
provide a copy of the certified transcript of education ONLY if
using a college degree rather than experience to qualify. Applicants
must successfully pass the prescribed background check, which
may include a criminal background check and examination process.
Falsification or omission of information on the application form
will be reason enough to disqualify an applicant from becoming or
remaining a CDCI.
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Exam Development
In developing the CDCI examination specifications, M.I. drew
upon the knowledge and expertise, and skillsets of cryptocurrency,
intelligence, and investigative professionals at the director level
and above. The professionals came from different industries and
functional areas with the intelligence and investigation sectors to
determine the content of the examinations.

Number of Questions and Length of Time Allowed to Complete
the Exam
The examination is consists of 148 questions and you are allotted
two hours and thirty minutes to complete it.

Exam Registration Options
You can register for the CDCI examination in the following ways:

Online: https://www.mcafeeinstitute.com/products/exam-voucher
Phone: Call McAfee Institute at 888-263-1650 Ext 1

Proctored Online Exam by ProctorU
ProctorU provides secure live and automated online proctoring
services for academic institutions and professional organizations.
They protect exam integrity for more than 1000 partners
worldwide.

Making Your Appointment with ProctorU
Once you purchase your exam license. You will schedule your
proctor session from within the course environment. The proctor
fee is included in the exam cost.

Canceling or Rescheduling Your Appointment
Should you need to reschedule your exam you must do so at least
48 hours in advance or you will be accessed a rescheduling fee of
$99. 

No show for the exam
If you fail to show for your exam your exam fee will be forfeited.
You will need to purchase a new exam license to sit for the exam.

Dismissal from the Exam
A candidate may be dismissed from the exam at the discretion of
the proctor, for improper or disruptive behavior. Ground for
dismissal include:
-Cheating
-Receiving Help
-Impersonating another candidate
-Falsifying Identification

Computerized Testing
Q. How much experience is needed to test?
A. No experience necessary to operate the testing platform.
Candidates receive an online tutorial on the testing process. The is
also a live proctor during the test to help out as well.

Q. Can I review my answers during the test?
A. A candidate may flag questions to be reviewed after all
questions have been answered. If time remains you may return to
questions marked for review and you may change your answer. All
marked and unmarked questions are graded when the test ends,
even if the candidate has not marked a response to a question.

Special Accommodations
If you have a disability that would prevent you from taking the
CCFI exam under standard conditions, you may request special
accommodations. Please contact the M.I. Certification team at
certifications@mcafeeinstitute.com

I.D. Requirements
For your exam, you will need to bring two forms of ID:
Your ID MUST be of one of the following: Drivers License,
Passport, State ID, Military ID, Offical State, Government or
National ID, Employee ID, or Student ID.

No other forms of I.D. will be accepted.

Computer Requirements
You need to have a computer with a camera and microphone. You
need to have the most up to date web browser to take the exam. We
recommend firefox or chrome.
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Weighting Process for Exam Task
Successful completion of the exam by obtaining a 70% or better.

Value of Each Exam Question
To maintain consistency in test scoring, a statistical process called
scaling is used. Scaling converts all scores to a scale from 0-100.
Passing score is a 70. If you earn between 0-69 you've failed. If
your score is 70-100 you have passed.

Weighing Process for Exam Task
A group of practitioners and subject matter experts (SMEs) met and
determined the weight of each task area compared to all other task
areas in exams.The final weight assigned to each task determines
its number of questions on the exam from each task area.

Value of Each Exam Question
All exam questions are worth the same weight regardless of their
length. Candidates receive one point for a correct answer and zero
points for an incorrect answer. Sample questions are not used to
determine scores. Candidates are advised to choose an answer for
every exam questions, even if they are unsure of the correct
answer.

What if I fail?
If you enrolled via one of our board certification programs your
exam and first proctor session are included in the cost of the
tuition. 
If you fail your exam, you will need to purchase a new exam
license. You will also have to purchase a new proctor session.

If you purchased the exam license by itself and you fail you would
need to purchase an additional exam license.

Retention of Score Reports
Candidates are responsible for retention of their original score
reports. 

Candidate Nondisclosure Agreement
Below is the Candidate Nondisclosure Agreement that all
candidates must sign prior to starting any of M.I. certification
exams. The candidate acknowledges the confidential nature of the
M.I. Examinations (the “Exam”) and hereby agrees that he/she will
not copy, retain Exam questions or disclose or transmit them in any
form to any other person. The candidate will certify that they are
working toward their professional designation, or are retaking the
exam for Continuing Education credits. The candidate agrees that
taking the Exam for any other purpose is strictly prohibited. The
candidate also acknowledges that Exam review course instructors,
trainers or individuals are prohibited by M.I. from taking exams for
the sole purpose of preparing students to take the Exam and/or for
the creation of their course materials. 

The candidate expressly agrees and understands that certification
may be denied or revoked, or the Exam scores may be invalidated
or withheld by M.I. in the event that M.I. determines that he/she
(A) has (i) falsified or misrepresented information on the
registration form or information provided is in error, including
documentation of continuing education hours for recertification;
(ii) participated in an unauthorized disclosure of Exam questions,
information or materials; (iii) plagiarized questions and/or answers
on the Exam; (iv) mailed, received, relayed in any fashion, or used
copies of the Exam materials, questions, or answers without
authorization from M.I.; (v) retained the Exam materials after the
examination; (vi) engaged in cheating or other misconduct or
unprofessional behavior with respect to taking, administering, or
preparation for the Exam; or (vii) failed to adhere to the Principles
and Standards of Ethical Supply Management Conduct, or (B) (i)
there is a testing irregularity with respect to the Exam; (ii) there is
a reason to question the Exam score’s validity; or (iii) that the
Exam score was the result of unusual or questionable
circumstances. 

The candidate agrees to abide by the M.I. Principles and Standards
of Ethical Conduct. The candidate grants M.I. permission to make
any and all inquiries which are necessary to evaluate their
credentials for certification or recertification/reaccreditation and
agree to respond to requests for information related to any of the
above. The candidate further authorizes M.I. to publish (via e-mail,
website, or print) information about their certification and to make
any and all inquiries, investigations, or other communications,
which may be necessary for M.I. to grant, deny or revoke
certification, or to invalidate or withhold examination scores. The
candidate hereby certifies that the information submitted on or with
this form is true and accurate to the best of their knowledge, and
agrees to be bound by the terms and conditions set forth herein and
by any and all policies and procedures of M.I. applicable to the
Certification Program or the Exam as may be amended from time
to time.
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EXAMINATION
The following subject areas are covered during the examination
process. They are designed to test the skills, knowledge, and abilities of
the professional seeking certification:

148 Questions *140 Scored *2 hours 30 minutes
Anonymization Networks 
Understanding Encryption 
Understanding Blockchain 
Transactions 
Mining Cryptocurrency 
Cryptocurrency Wallets 
Smart Contracts & Tokens
Cryptocurrency Investigations 
Analysis of Recovered Addresses and Wallets 
Follow the Money
Visualization Systems 
Identifying Your Suspect 
Seizing Coins 

Preparing your Case 
Money Laundering Schemes 
Cryptocurrency Legal Aspects 
Digital Currency Investigations - Paypal
Digital Currency Investigations - Venmo
Digital Currency Investigations - Facebook Messenger
Digital Currency Investigations - GiftCards
Digital Currency Investigations - Reward Sytems
Code/Scripts/Software 
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Types of Questions In the Exams
All of the questions used on the Exam are of the true/false or
multiple-choice type, with multiple options per question (labeled
A, B, C and D for example), only one of which is correct. There
are, however, several variations of this type of question appearing
on the exam. The most commonly used formats are:

Closed-Stem Item: In this type of question, the examinee is asked a
question and given four possible answers from which to choose.
Example:
Which of the following is a type of social network?
(A) Google
(B) Facebook
(C) Bing
(D) Yahoo                                 Answer: B

Sentence Completion Item: This question is characterized by an
incomplete sentence, followed by options that represent conclusions
to that sentence.

Example:

The _______________ provides guidelines for managing a forensic
lab.
(A) McAfee Institute 
(B) The Federal Bureau of Investigation (FBI)
(C) American Society of Crime Laboratory Directors (ASCLD)
(D) National Lab Society               Answer: C

EXCEPT Format: In this type of question, an examinee is required
to recognize that there are three correct responses within the
question. The respondent does this by identifying the incorrect
option. A variation on this type of question is to use the word NOT
instead of EXCEPT in the stem, in the form of, “Which one of the
following is NOT…” 

Example The steps in the evidence include all of the following
EXCEPT 
(A) Collection and identification
(B) Storage and Retrieval for Court
(C) Presented in court
(D) Selling at the auction             Answer: D 

True/False: This question is answered by picking out if the
question is true or false.
Example:
Social Media can be used to obtain evidence to support criminal
activity.

(A) True
(B) False                                  Answer: A
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Applying for the Designation 
When are ready to take the exam. You will complete the exam
application from within the exam environment. You will attest to
your education and professional work experience. You will then
send in supporting documentation (we do not allow self-
verification of work experience) and your regionally accredited
Bachelors’ Degree or International equivalent and mail them to
McAfee Institute, at the address documented on the application
form. 

McAfee Institute 
695 Trade Center Blvd, Suite 110
Chesterfield MO 63005

Maintaining Your Certification
To maintain the certification, CCFI's must earn 20 Continuing
Professional Education Credits (CPE) during their two-year
certification process. In addition, there is a $125 renewal fee every
two years.

What Type of CPE are required:
The following general subjects are acceptable as long as they meet
other CPE program criteria:
- Law Enforcement, Investigations, Fraud
- Loss Prevention, Auditing, Inventory Control
- Intelligence, Military, DOD
- Management and communication (oral and written)
- Computer Science, IT Security, Infrastructure
- Mathematics, statistics, and quantitative applications in business
- Business Law, Legal, Courtroom

How are CPE calculated?
CPE credits are calculated as per on the hour basis. Every 1 hour of
training equates to .50 credits.

When are CPE Due?
CPE credits are due before your certification expires. Simply
follow this link to pay your renewal fee and report your CPE
credits today!

Educational Activites Include:
1. Professional education and development programs, such as
seminars and conferences, provided by national, state and local
auditing, and accounting organizations.
2. Technical sessions at meetings of national, state, and local
auditing accounting organizations, and chapters.
Formal in-house training programs.
3. Programs of other sponsors (industrial, professional societies,
etc.).
4. College or university credit and non-credit courses passed,
except for those courses a student must take to meet the
examination requirement of a bachelor’s degree or its equivalent.
5. Other certification examinations passed.
6. Formal correspondence and self-study programs are relevant and
include evidence of completion.
7. Oral Presentations

Conclusion
CPE credits are necessary for every individual in the information
security profession to maintain their certification. Earning credits
not only helps individuals maintain their certification but also helps
them grow as professionals. The CPE credit system is designed to
ensure that M.I. certified professionals keep up with the ever-
expanding knowledge in the field of intelligence and investigations
and thus remain competitive. Earning CPE credits is vital for the
professional development of information security professionals.
They are indeed making some important investment through CPE
activities that will help them grow and shape their careers. It
enhances their skills, thereby increasing their value to their
employers as well as to their customers.
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CDCI Reinstatement (Grace Period)
You are permitted a one-year grace period that takes place if you allow your designation to lapse. During this timeframe, you
no longer hold the certification and cannot use the designation (this includes but is not limited to business cards and LinkedIn
profiles). 
Your name will not appear in the verification section of the MI website. Keep in mind that dates will appear on the certificate
as if your recertification had been completed prior to the expiration of your previous certificate. At any time during your grace
period, a recertification application can be submitted containing the required 20 CPE's for the previous period. Applications
must be postmarked on or before the one year anniversary of your expiration date. Once the grace period has lapsed, the only
way to reinstate your designation is to purchase, retake and pass the exam and submit a new original exam application. 

Please notify M.I. of any address or job changes so we have the most current contact information for you. We send out
periodic email notifications to individuals when their designation is up for renewal and we would like you to be able to receive
these.
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Globally Recognized
Explore some of the most incredible organizations, agencies and military units around the world that 

recognize our certifications and that employ our certified professionals.. While this list is not all inclusive it 
does allow you to see which organizations are hiring, employing and see value in our programs.
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